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To understand why need to secure account

T BAT AT ERIPIKE

AUTHENTICATION CODE

To understand different types of account security
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To understand how to secure account
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To understand different types of hacks / scam
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Additional security to protect your data if you lose your phone
MREERFYL, o DHREFTINILZ S RIPDURIPEEUR
Added layer of protection from hackers in case they know your password
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It is better to have multiple locks instead of single
lock
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Yow account password is the first verification.
BRI P &AL — P IRIE

Second verification is another layer to protect your account.
B RXWIEERIPFEIKFN A —F

Examples of second verifications:
8 RS IERY 7~

1. PIN / Security Key
2. SMS

3. Email

S

Authentication App (Advanced)
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9:504 all T #) 9:504 all T #)

| S TN Step 1: Click Settings
Settings WIEL: % Settings

Privacy
Ghobhi

Available Security

Two-Step Verification Ste p 2: CI iCk Accou nt

Starred Messages [ Change Number 53%2: ?; ACCOM V\t
kt

[o]o]
“e

@ WhatsApp Web/Des|

Request Account Info Ste P 3: c l i C k Two-Ste P

n Account Delete My Account

— Verification
(‘_? Notifications 53%3: 1:2 TWO "Step
Verification

Storage and Data

www.socialhealthgrowth.org



Sﬁ@é} How to setup in 2FA in Whatsapp?

Computer / Mobile Literacy, Social Health Growth

9:51+ all T H#) 9:519 ull T &
< Account Two-Step Verification < Two-Step Verification Two-Step V... Next Step 4: CIiCk Ena ble & Enter PIN

SIB4: 3% Enable
&

Confirm your PIN.

For added security, enable two-step verification, Ste p 5 : E nte r PI N

which will require a PIN when registering your

phone number with WhatsApp again. 53%5: $ﬁA TML?ﬁ_‘%

Enable o0 e 00O

Step 6: Confirm your PIN
SR6: BRBANE

Settings
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9:50+4 all T H#)
< Settings Account

Privacy

Security

Two-Step Verification

Change Number

Request Account Info

Delete My Account

0O & © OP

Status Calls Camera Chats Settings

Additional Tips on Privacy

9:52 9 ol &)
< Account Privacy
Last Seen My Contacts
Profile Photo Nobody
About My Contacts
Groups Everyone
Status My Contacts
Live Location None

List of chats where you are sharing your live location.

Blocked 4 contacts

List of contacts you have blocked.

Read Receipts ()

If you turn off read receipts, you won't be able to see
read receipts from other people. Read receipts are
always sent for group chats.

Screen Lock

O & ©® P @

Status Calls Camera Chats Settings

You can also set additional privacy
settings.

e Lk EH AR E

For example, who can see
your “Last Seen’, “Profile
Photo’’, “Status”.

Bign, W AER SN EREE
07, “PATRRERR”, “RE”
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10:33 4 all T &%) 10:314 ull T @&
roups w q
Menu Q oo Marketplace Step 1: Click the Menu Icon
TN i o .
éﬁ i:?'OBU?WOf“e Vi—deos on Watch ® 53%1. ?ﬁ Menu

Memories
® 2 memories

® O+ new videos

SV.D-w 8 - Step 2: Click Settings & Privacy

Information Centre Saved o . ° °
ages
WIE2: % Settings & Privacy
= 9 -
Suggested for you Recent and Dating
favourites Events

Truffle set

L I 5 . Step 3: Click Settings
HStir:;n T -~ e Nearby Friends 53%3 : ?; Settl.l’\gs

Friends

o A ¢ Sdemore v
Groups
Marketplace
? Ip & Support v
o
Videos on Watch (e ttings & Privacy "
® O+ new videos n
® 2 meyories
. (o} Settings
[
Saved
Pages
‘.I Log Out
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10:319 all T %) 10:317 all T %)

Q < Step 4: Click Password and Security
YA()ﬁl:gtg?rﬁ settings, such as contact ‘< ’2‘ Login 53%4: ?; Pass WO rd &
d Szzng%eogiadsesavzgrie a strong password > Sec u Vl.ty

< Settings

information, password and security controls.

® Name and contact information that you don't use elsewhere
Manage contact information, such as your email
address and phone number, and confirm your ¥ o O
Fdentity, Two-factor authentication

@ PaswBrland sseuity @ Use two-factor authentication
We'll ask for a code if we notice an >

Step 5: Click Use two-factor
Grmnapoyuurpmerd andenierlspsio attempted login from an unrecogrised authentication
) device or browser.
| o
% romens | — T HIBS: #& Use two-factor
Manage your payment settings for ads and We'll ask-fora code if we notice an > . .
authentication

Facebook Pay. . .
v attempted login from an unrecognised
device or browser.

E. Account ownership and control
-

Decide what happens to your account after you
pass away, or deactivate or delete your account. @

App passwords

Get a unique, one-off password for apps > ‘
that don't support two-factor

authentication (e.g. Xbox, Spotify)

N _ Step 6: Click Settings
ey soosmyseings, [ Authorised logins WIEL: % Settings

Review a list of devices on which you >
won't have to use a login code

Audience and visibility
Who can see your posts, stories and profile

Setting up extra security

G

information. Q Get alerts about unrecognised
logins S
@ Profile information We'll let you know if anyone logs in from

@ 8 @ O O

@ 8 @ O O
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10:327 all T %)

£ Two-factor authentication

Select your phone number

Choose a mobile phone number that is
already on your account or add a new
number for two-factor authentication. This
is the number you will receive your
verification code on.

8548 8545 O]

Add phone number O

10:324 ol T (&)

< Two-factor authentication

Enter code

Enter the 6-digit code that we sent to +65
****** 45 to finish setting up two-factor
authentication.

Enter the 6-digit code

() Resend Code

N e ® O o =

How to setup in 2FA in Facebook?

Step 7: Select your phone number if
you have added previously or you
can add new phone number

SB7: MERBRNRINE, 5%
FEENBIESE, o] UK
B 5S4

Step 8: Enter the code that you
receive from the SMS to activate 2FA

HIES: WAEMSMSI R HYLEUE
L LUBUE2FA
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1mn< ull T @

¢ settings Step 1: Click Menu
Q Search 53%1 - *2 Menu

(® Update Messaging

+9 Follow and invite friends Ste p 2: CI ick Setti ngs
O settings J) Your activity 53% 2, - 1:2 S ettl.l’\gS

[ Notifications

'fD Archive
D Your activity 6 . Step 3: CIiCk Security
&2 QR Code 9 seauty 53%3 : *ﬁ Secu Vl.ty

& Ads
N Saved

@ Account
A= Close friends ® Help
+2 Discover people @ About

@ COVID-19 Information Centre FACEBOOK 00 @ 00

Accounts Centre
(® Update Messaging

Control settings for connected experiences across

@ Qa ® ©& @

www.socialhealthgrowth.org



SHG}

Computer / Mobile Literacy, Social Health Growth

1mn<
< Security
Login security
f Password
O Login activity

Q Saved login information

How to setup in 2FA in Instagram?

ull T @ 1mn< ull T @

< Two-factor authentication

Choose your security method

Choose how you want us to send security codes.
Learn More.

Authentication app (recommended)
We'll check to see if you have one. If you

[@ Two-factor authentication

don't, we'll recommend one to download.

Text message

B Emails from Instagram
Data and history

ED] Access data

i Download data

L0 Apps and websites

Q Clear search history

m Q ®

We'll send a code to the number
you choose.

Step 4: Click Two-factor
authentication

H1B4: & Two-factor
authentication

Step 5: Click Text message slider
$IRS: ¥ Text message slider
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1M1+

)

(2]
< Confirmation codle Step 6: Enter the code that you receive from the SMS to activate
Enter code ZFA
Bl =t SIRe: MANENSMSITE|AYIGUERD PUBUE2FA

authentication.

Resend code - Change phone number

! i =
5 2 o
s S v
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1M1+

)
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< Confirmation codle Step 6: Enter the code that you receive from the SMS to activate
Enter code ZFA
Bl =t SIRe: MANENSMSITE|AYIGUERD PUBUE2FA

authentication.

Resend code - Change phone number
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CONGRATULATIONS!
(1) S1000 Amazon Gift Card

@ is reserved just for you, Facebook User!

Step 1: Click the “CONTINUE" button to claim your prize.

Step 2: Enter the correct information on the next page to claim your prize.

@ You only have 4 minutes 14 seconds to claim your prize!

amazon

Lottery and Free Gift Card
Scam

P EMREIL TR

An advertisement or message
saying that you have won
lottery or free gift that requires
your contact number of bank
information

FERLE, REERPRIATERR
1‘%% , MREBRERERTEENRKRE
S
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Gossip Scam
I\ 5]

An advertisement that has very
interesting headline. To read it,

() Steve Jobs Actually Alive, See Photo!

you will be redirected to enter
5 It's widely known that Steve Jobs is dead but we . .
b2 have an exclusive, never before seen selfie taken P@VSOV\a( IV\FO VVV\atIOV\ or
in Uruguay that has conspiracy fans buzzing. l’V\StVMCted to dowm{oad F{{e
Enter phone number to read full story —» @ WI/\I'CL\ COV\ta l'V\S VI.V'MS
; R AR . BRRLXHE,
R ERE R EMADNAE S B HIE
T FHEEREXH
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Catfishing
REVEYR

When someone creates a fake
account online for the purpose
of starting relationship then
John Smith A scam you by askin ﬁfor money
Professional Modele > == | élmk?'_%ii__L }_':'1EXr|]J[KF [//(iii
- SKRF N HBES, @%Z‘E,&Hﬁ%&ﬂ’:%

'r/_l \
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Photo of You Scam

You receive a message saying “ls
Oh my god! this your photo?”’. You will be
Is this you in this photo!?? re-directed to another website
O'B tiny.co/pkikUFRLVopte and scammer can access your
information
BB —%BEE, M'XERNREA
g, ? ”.,c{:/ﬂEZEEﬁ?EIJ% A,
TERZE O] DU ) B AYE B
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Account Cancellation Request * & Account Cancellation Scam
- - i B VR
From: Facebook (noreply@facemailcom) €5 / E

To: Me (myemail@company.com) . . .
You veceive email / sms saging

Hello, that your account will be
() We sendng are your this email to inform your that we have cancelled. You will be re —

received an account cancellation request from your. Please directed to another Webs('te and
the link follow below to confirm or cancl this request. scammer can access your

Thanks. information

The Facebook Team SIS o T AR AR/ AEHE, USRI 3

WHUH. R EE R 2] B — 1M,
VIS T LA EIERE R
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Dear Beloved Friend, | am the daughter of late
Al-badari whom was murdered during the recent

1 civil war. | am looking for a trustworthy person to
~ transfer 5 million US Dollars into a foreign account
for me. You will be entitled to 20% if you help me.
Please reply immediately with your name and private
telephone number, so that | may transfer the money
to you and leave this unsafe country immediately.

The Famous Nigerian Scam

Someone from overseas will send
you message that they need

your help. If you help them you
w:ll get a lot of money.
EEQ/E%E'JAL\I'?,&:&L HE, iﬁﬂiﬂ,
MNBEZENFE. MREFEMA], &
BRERZ
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Thank You!

Social Health Growth
200 Jalan Sultan #03-17, Textile Centre, Singapore 199018
Hotline: (65) 9751 6906, Fax: (65) 6338 2892
SHG is a registered Charity with Ministry of Social and Family Development

Website:
Facebook: facebook.com/socialhealthgrowth.shg
Twitter: @SHG_Singapore
Instagram: socialhealthgrowth
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