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Learning Objectives

To understand why need to secure account
了解为什么需要保护帐户

To understand different types of account security
了解不同类型的帐户安全性

To understand how to secure account
了解如何保护帐户

To understand different types of hacks / scam
了解不同类型的黑客/骗局



www.socialhealthgrowth.orgThis document contains information proprietary to Social Health Growth. This information may not be reproduced, disclosed, or used in whole or in part 
without the express written permission of Social Health Growth. Computer/Mobile Literacy Program, Social Health Growth 3

Computer / Mobile Literacy, Social Health Growth

Why need to secure account?

Additional security to protect your data if you lose your phone

如果您丢失手机，可以提供额外的安全保护以保护您的数据

Added layer of protection from hackers in case they know your password

为黑客增加了一层保护，以防他们知道您的密码
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2-Step Verification / 2-Factor Authentication

It is better to have multiple locks instead of single 
lock

最好有多个锁而不是单个锁
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2-Step Verification / 2-Factor Authentication

Your account password is the first verification.
您的帐户密码是第一个验证

Second verification is another layer to protect your account.
第二次验证是保护您帐户的另一层 

Examples of second verifications:
第二次验证的示例

1. PIN / Security Key
2. SMS
3. Email 
4. Authentication App (Advanced) 
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How to setup in 2FA in Whatsapp?

Step 1: Click Settings
步骤1: 按 Settings

Step 2: Click Account
步骤2: 按 Account

Step 3: Click Two-Step 
Verification
步骤3: 按 Two-Step 
Verification
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How to setup in 2FA in Whatsapp?

Step 4: Click Enable & Enter PIN
步骤4: 按 Enable

Step 5: Enter PIN
步骤5: 输入密码

Step 6: Confirm your PIN
步骤6: 再次输入密码
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Additional Tips on Privacy

You can also set additional privacy 
settings.
您还可以设置其他隐私设置

For example, who can see 
your “Last Seen”, “Profile 
Photo”, “Status”.
例如，谁可以看到您的“上次看到
的”，“个人资料照片”，“状态”
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How to setup in 2FA in Facebook?

Step 1: Click the Menu Icon
步骤1: 按 Menu

Step 2: Click Settings & Privacy
步骤2: 按 Settings & Privacy

Step 3: Click Settings
步骤3: 按 Settings
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How to setup in 2FA in Facebook?

Step 4: Click Password and Security
步骤4: 按 Password & 
Security

Step 5: Click Use two-factor 
authentication
步骤5: 按 Use two-factor 
authentication

Step 6: Click Settings
步骤1: 按 Settings
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How to setup in 2FA in Facebook?

Step 7: Select your phone number if 
you have added previously or you 
can add new phone number
步骤7：如果您以前添加过，请选
择您的电话号码，也可以添加新的
电话号码

Step 8: Enter the code that you 
receive from the SMS to activate 2FA
步骤8：输入您从SMS收到的验证
码以激活2FA
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How to setup in 2FA in Instagram?

Step 1: Click Menu
步骤1：按  Menu

Step 2: Click Settings
步骤2：按  Settings

Step 3: Click Security
步骤3：按  Security
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How to setup in 2FA in Instagram?

Step 4: Click Two-factor 
authentication
步骤4：按  Two-factor 
authentication

Step 5: Click Text message slider
步骤5：按  Text message slider
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How to setup in 2FA in Instagram?

Step 6: Enter the code that you receive from the SMS to activate 
2FA
步骤6：输入您从SMS收到的验证码以激活2FA
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How to setup in 2FA in Instagram?

Step 6: Enter the code that you receive from the SMS to activate 
2FA
步骤6：输入您从SMS收到的验证码以激活2FA
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Types of Scam / Hacks in Social Media

Lottery and Free Gift Card 
Scam
彩票和免费礼品卡骗局

An advertisement or message 
saying that you have won 
lottery or free gift that requires 
your contact number of bank 
information
广告或讯息，说您已中奖或需要免费
礼物，需要您提供银行信息的联系电
话
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Types of Scam / Hacks in Social Media

Gossip Scam
八卦骗局

An advertisement that has very 
interesting headline. To read it, 
you will be redirected to enter 
personal information or 
instructed to download file 
which contains virus
标题非常有趣的广告. 要阅读该文件，
您将被重定向到输入个人信息或被指
示下载包含病毒的文件
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Types of Scam / Hacks in Social Media

Catfishing
恋爱诈骗

When someone creates a fake 
account online for the purpose 
of starting relationship then 
scam you by asking for money
当某人在线上建立一个虚假帐户以建
立关系为目的时，便要求您骗钱来骗
您
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Types of Scam / Hacks in Social Media

Photo of You Scam

You receive a message saying “Is 
this your photo?”. You will be 
re-directed to another website 
and scammer can access your 
information
您收到一条消息，说“这是您的照片
吗？”. 您将被重定向到另一个网站，
诈骗者可以访问您的信息
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Types of Scam / Hacks in Social Media

Account Cancellation Scam
帐户取消诈骗

You receive email / sms saying 
that your account will be 
cancelled. You will be re-
directed to another website and 
scammer can access your 
information
您收到电子邮件/短信，说您的帐户将
被取消. 您将被重定向到另一个网站，
诈骗者可以访问您的信息
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Types of Scam / Hacks in Social Media

The Famous Nigerian Scam

Someone from overseas will send 
you message that they need 
your help. If you help them you 
will get a lot of money.
来自海外的人会向您发送消息，说他
们需要您的帮助. 如果您帮助他们，您
将获得很多钱.



Social Health Growth
200 Jalan Sultan #03-17, Textile Centre, Singapore 199018

Hotline: (65) 9751 6906, Fax: (65) 6338 2892
SHG is a registered Charity with Ministry of Social and Family Development

Website: www.socialhealthgrowth.org
Facebook: facebook.com/socialhealthgrowth.shg

Twitter: @SHG_Singapore
Instagram: socialhealthgrowth

Thank You!

http://www.socialhealthgrowth.org/

